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® FSA: Functional Security Assessment (EDSA-311)
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(AC: Access Control)
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User Authorization, User Authentication, System Use Notification, Session
Locking/Termination
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Device Authentication, Audit Trail
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Data in Transit, Data at Rest
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Incident Response
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Denial of Service Protection, Backup & Recovery
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TRE (Timely Response to Event):
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SDSA: Software Development Security Assessment
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SDSADELTRKEFIR

This phase specifies a process for planning and managing security development activities to ensure that security is designed into a product. For
X2 T4EBTOER(SMP: example, this phase incorporates requirements that the development team have a security management plan and that the developers assigned
Security Management Process) to the project are competent and have been provided basic training in good security engineering practices and processes. Also includes
requirements that the project team creates and follows a configuration management plan.

Most vulnerabilities and weaknesses in software intensive information systems can be traced to inadequate or incomplete requirements. This

)T ERFIBEEHR(SRS:

. ) L phase requires that the project team document customer driven security requirements, security features and the potential threats that drive the
Security Requirements Specification)

need for these features.

Software architecture facilitates communication between stakeholders, documents early decisions about high-level design, and allows reuse of
design components and patterns between projects. This phase requires the project team develop a top-level software design and ensures that
security is included in the design.

VI T P—FTUFvExET
(SAD: Software Architecture Design)

X AVTAVRITERAVNE
BDET JLIE(SRA: Software Risk
Assessment and Threat Modeling)

This phase requires the project team determine which components can affect security and plan which components will require security code
reviews and security testing. Also requires that a threat model be created and documented for the product.

MY by =7 E&EH(DSD: Detailed
Software Design)
tHaT1HEEXE(DSG:
Document Security Guidelines)
EDa—)LORELREE(MIV:
Module Implementation &
Validation)

LX) T ETANSIT: Security
Integration Testing)

T 1T+ TOERREE(SPV:
Security Process Verification)

This phase requires the project team design the software down to the module level following security design best practices.

This phase requires the project team create guidelines that users of the product must follow to ensure security requirements are met.

This phase requires the project team implement design by writing code following security coding guidelines. It ensures that software modules are
implemented correctly by conducting security code reviews, static analysis and module testing.

This phase requires that the project team perform security specific tests such as fuzz testing and penetration testing.

This phase requires an independent assessment that all required software development processes have been followed

X2 7% S EHEI(SRP: Security |This phase requires the project team establish a process to be able to quickly respond to security issues found in the field if and when they
Response Planning) happen.

X2 THREET AMSVT: Security
Validation Testing)

&) 7453247 (SRE: Security
Response Execution)
& » Hi B8 1 |CSIWG Spring 2011, (ASCI) T'Validating the Security Assurance of Industrial Automation Products

A UL DE IR T FUL S 20

This phase requires that the project team confirm that all security requirements have been met preferably by test or by analysis.

This phase requires the project team respond to security problems in the field by taking action to both preventative and corrective action.
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PH5 MY Iz 7 E%ET (DSD)
PH6 X2 T115EXE (DSG)
PH7 ED 21— I)LDREEREE(MIV)
PH8 X2 )TARETARSIT)
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SDSAZRRIREN

KIEH a5t All >1 >2
SMP:Security Management Process 37 24 6 7
SRS:Security Requirements Specification 13 13 0 0
SAD:Software Architecture Design 10 8 1 1
SRA:Software Risk Assessment and Threat Modeling 15 15 0 0
DSD:Detailed Software Design 9 3 2 4
DSG:Document Security Guidelines 19 19 0 0
MIV:Module Implementation&Verification 20 2 10 8
SIT:Security Integration Testing 8 8 0 0
SPV:Security Process Verification 10 10 0 0
SRP:Security Response Planning 15 15 0 0
SVT:Security Validation Testing 8 8 0 0
SRE:Security Response Execution 5 5 0 0
169 130 19 20
»
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t*a1)F+ER 70t R (SMP: Security Management Process)
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t¥a1)F1+E3ktL#k (SRS: Security Requirements Specification)
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tXa1)F1i58322 (DSG: Document Security Guidelines)

| L
~HEOA—THAERICEF )T EHZmE=IT=OICHOIDEDH S
HARZAVEERT B,
O EREIRH

S T T T
19 19 0 0

® T/ I R
—UTDEFEHRNRFaAMESNTINAZE
o 1—HRIFTEFaUTAHALTAY
o7 T )r—a R ERITEXA)TAHARTAY
OERERTFDI=ODAANZI 3
oxal)TaYU—)L
— FERICHT BLE 2a—DERER

4
BEHMRESHNB ATLEF )T/ 58— 29



m Control System Security Center m
EDa-IVDRFKEMEE (MIV: Module Implementation &Verification)
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t¥21)7+¥ i EHHE (SRP: Security Response Planning)
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%157 1REET A (SVT: Security Validation Testing)
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t¥21)7+33E1T (SRE: Security Response Execution)
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EDSA (Embedded Device Security Assurance)
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