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22 December 2014 Last updated at 13:01

Hack attack causes 'massive
damage’ at steel works

Die Lage der IT-Sicherheit
in Deutschland 2014

The hack attack led to failures in plant equipment and forced the fast shut
own of a ace

down of Download video (9 MB)

http://rt.com/news/216379-germany-steel-plant-hack/

http://www.bbc.com/news/technology-30575104
@ ® https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/Lagebericht2014.pdf? __blob=publicationFile
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CSMS: Cyber Security Management System EDSA: Embedded Device Security Assurance
on SSA: System Security Assurance  SDLA: Security Development Lifecycle Assurance
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IEC 62443 CONFORMANCE CERTIFICATIOR HOME. ABOUTUS CONTACT
lS ASecuren Certifying Industrial Control System Devices and Systems

CERTIFICATION ~ BLOG  CERTIFICATIONBODIES ~ ENDUSERS  LEARNINGCENTER ~ NEWS/EVENTS  SUPPLIERS  TESTTOOLS JOINNOW  SIGNIN

ISA SECURE CERTIFIED DEVICES N\

View Complete List /

2014 Year In Review...
ISA Security Compliance Institute2014

EC 62443-3-3: Reqmrements
for System Security Assurance

Automation Federation releaseg
report commissioned by
LOGIIC that studies the us.

(SSA) Certification Year in Review Before charging info
The Aut o Eorlexstin e jhe challenge... Read More
today that it has released a pubj
report—commissioned on behaff of the I EC§2443—4—2
Linking Oil and Gas Industry to EC 62443-4-2: Requirements

Read More for Embedded Device Security

Assurance (EDSA) Certification

SDLA<IEC62443-4-1

IEC 62443-4-1: Requirements
for Security Development

Lifecycle Assurance (SDLA)
Certification

WisePlant HQ joins ISA
Security Compliance Institute\g
support for the ISASecur...
WiseSecurity, an independent division
of WisePlant HQ, has announced
today its support for the ISASecure®
Cyber Security Conformance Sc...

i http://www.isasecure.org/
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Supplier

Honeywell Process Solutions

RTP Corporation

Honeywell Process Solutions

Honeywell Process Solutions

Yokogawa Electric Corporation

Yokogawa Electric Corporation

Hitachi, Ltd.

Azbil Corporation

Schneider Electric
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Type Model

Safety Manager HPS 1009077 C001

Safety manager RTP 3000

DCS Controller Experion C300

Fieldbus Controller Experion FIM

Safety Control System ProSafe-RS

DCS Controller CENTUM VP

DCS Controller

DCS Controller

6ft9B (N B AR3t14H &)

HISEC 04/R900E

Harmonas/Industrial-DEO/
Harmonas-DEO system
Process Controller DOPCIV
(Redundant type)

Field Control Processor 280
(FCP280)

Field Control Processor
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Version Level

R145.1 EDSA 2010.1
Level 1

A4.36 EDSA 2010.1
Level 2

RA00 EDSA 2010.1
Levell

RA00 EDSA 2010.1
Level 1

R3.02.10 EDSA 2010.1
Level 1

R5.03.00 EDSA 2010.1
Level 1

01-08-A1EDSA 2010.1
Level 1

RA.1 EDSA 2010.1
Level 1

$91061 EDSA 2010.1
Level 1
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You & About News Standards Conformity
the IEC the IEC & views development assessment
=) Aboutthe IEC > Whowe are > Management Structure > CAB

Members
& experts

ﬂmyIEC | Subscribe | Sitemap | FAQs | Contact us

International Standards and Conformity Assessment for all
electrical, electronic and related technologies

Developing | ~w Wehstore Search R
countries gearch

CABPUB Documents open for voie BRUSILDESIGIEIE Meetings

(8 Login \I

Committee Description - The CAE establishes Working Groups (WGs) to accomplish
tasks within its responsibilities which reguire more, or more

Tern i ) specialized, preparation and discussion than can be

WG 10 CAB Puolicy and Strategy accommeodated within the framework of the twice-yearly CAB

WG 11 Systems issues meetings. Terms of reference and membership are decided in

o advance for each WG.

el - WGs report regularly to the CAB, and any conclusions or

WG 14 Promotion

- decisions arising from their work are placed on the CABs

WG 16 Saiiapae Aooroach in CA agenda and decided there.

WiGs are normally of limited duration and are disbanded by the
Cyber Security CAB when no longer needed.
pecia orce on CB-TF recommendations
o | http://www.iec.ch/dyn/www/f?p=103:89:0::::FSP_ORG_ID,FSP_LANG_1D:3250,25
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EDSA: Embedded Device Security Assurance SSA: System Security Assurance
SDLA: Security Development Lifecycle Assurance
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ADT: Asset Discovery Testing

CRT: Communication Robustness Testing
NST: Network Stress Testing

VIT: Vulnerability Identification Testing

FSA-S: Functional Security Assessment for System

SDA-S: Security Development Artifacts for System

SDLPA: Security Development Lifecycle Process
Assessment

(FSA-E): Functional Security Assessment for
Embedded Device Components

SRT: System Robustness Testing
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ERT CRT: Communication Robustness Testing Y—ILICKBIT7O T TRk
VIT: Vulnerability Identification Testing NessuslZkDHEERNMEES IR R

FSA-E: Functional Security Assessment for X)) TAHREE L DI LEER
Embedded Device Components

SDA-E: Security Development Artifacts for Y& ToBAFE R kT
Embedded Device Components

SDLPA: Security Development Lifecycle Process HEEOEX 1T AR TOERE
Assessment slE

ERT: Embedded device Robustness Testing
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