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o EDSARRRED R (L, $H1AAHHE: (embedded device)
) PLC, SISO kA—S, DCSOVFA—5%

¢ ISCI : 1SA Security Compliance Institute

EDSA : Embedded Device Security Assurance
PLC : programmable logic controller, SIS : Safety Instrument System, DCS : distributed control system
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CSSC | Control System Security Center CSSC
1. Hl{EN#E 552 5E (EDSAZREE) ITDUNT - - fHAAFEEE &1L

EDSA-300 ISA Security Compliance Institute — Embedded Device Security
Assurance — ISASecure certification requirements :

3.1.3 #HiAA B

%ﬂ;&;:;zl;%:?’é%ﬁ?’éﬁﬁ%ﬁE‘Jd)-?-'/<4zf$>b) EET0ERZEEERAL, Fl#EL, XIIEEISEEHLS
[ZE%E L3

R HOAABERRICIE, ROLSLBEELH D, BERATATHEL, XA —EXDEMNHIBINTLND, 481>
R71—R, $iAH 0S X(FT7—LIxTICHBTHHEE, UTILIA LR a—5%BLTITAT S LN, il
ERARILHBEYFITENTWNBDIEELHD, BIEAVFTI—REHA TS ELH D, 12EX L, PIC, T4—ILE

oY TINAR, SISAVEEA—5, DCSAVRA—SHENH B,

3.1.3 embedded device

special purpose device running embedded software designed to directly monitor, control or actuate an industrial
process

NOTE Attributes of an embedded device are: no rotating media, limited number of exposed services, programmed
through an external interface, embedded OS or firmware equivalent, real-time scheduler, may have an attached
control panel, may have a communications interface. Examples are: PLC, field sensor devices, SIS controller, DCS
controller.

H 88 http://www.isasecure.org/Documents/EDSA-JP/EDSA-300-ISASecure-cert-req(v2_0)_JP.aspx

EDSA : Embedded Device Security Assurance
PLC : programmable logic controller, SIS : Safety Instrument System, DCS : distributed control system
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EDSA 2.0.0D &%

SDSA : Software Development Security Assessment , FSA : Functional Security Assessment , CRT : Communication Robustness Testing ,
SDLPA : Security Development Lifecycle Process Assessment , SDA-E : Security Development Artifacts for Embedded Devices ,
» FSA-E : Functional Security Assessment for Embedded Devices , ERT : Embedded Device Robustness Testing
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SDLPA : Security Development Lifecycle Process Assessment , SDA-E : Security Development Artifacts for Embedded Devices ,
L X FSA-E : Functional Security Assessment for Embedded Devices , ERT : Embedded Device Robustness Testing
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1. HI{E 2558 5E (EDSAGREE) [TDULVT - -+ EDSARRIEDFF a2 A MAEZR (EDSA 2010.1)

Certification Scheme
(EDSA-100)

EHIE -2
=t

30
H

R 1< E

£ =
Chartered lab CRT tool ISASecure Maintenance of
operations and recognition certification ISASecure
accreditation (EDSA-201) requirements certification

(EDSA-200) (EDSA-300) (EDSA-301)

BIEET BSE AT
CRT FSA SDSA
(EDSA-310) | (EDSA-311) | (EDSA-312)

TCP

Ethernet ARP IPv4 ICMPv4 UDP
(EDSA-401) | (EDSA-402) | (EDSA-403) | (EDSA-404) || (EDSA-405) || (EDSA-406)

O IPAIZKYBIER SN T=EDSARZEE D xF ERhRIKISCIO = T YA MZ TR,

Py http://www.isasecure.org/Certification/EDSA-Certification-(In-Japanese)
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FSA-E: Functional Security Assessment for Embedded Devices
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7O0#EENTIY, ZELT, &HTIVICEBRDEREENHS

7otAarba-i A—HkE, 1Y, JATFLEREMN. tyarayy/
(AC : Access Control) BT
User Authorization, User Authentication, System Use Notification,
Session Locking/ Termination
M ha— 71\ REBEE. B AL
(UC : Use Control) Device Authentication, Audit Trail
TF—205EH HEERDT—2, REROT—2
(DI : Data Integrity) Data in Transit, Data at Rest
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(DC : Data Confidentiality) Data in Transit, Data at Rest, Crypto
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o FOSA-EBKBIRMERWET AN
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XIEH &5 | Al | >1 | >2 | Not required
AC(Access Control): 7Yt XakO—)L 22 9 6 7 1
UC(Use Control) : fEFHakO—JL 13 2 4 7 0
Di(Data Integrity) : T—2 D524 29 1] 14| 14 0
DC(Data Confidentiality) : T—42 D&% 6 1 3 2 0
RDF(Restrict Data Flow) : T—42270—#l[E 4 1 1 2 0
TRE(Timely Response to Event) : ARXURADZA L) —HL ARV R 1 0 0 1 0
NRA(Network Resource Availability) : vk —41))—ZX D] A 7 5 1 1 0
82 19 29 34 1
7E: FSA-AC-2.21&. ”"Not required” ESNTHY . BERBIE L TGO TLVEL
ERET XM
XIEH SRt AL >1 | >2
AC(Access Control): 77+Xa kO—)L 17 6 5 6
UC(Use Control) : fEFa>kA—)L 10 1 3 6
DiI(Data Integrity) : T—2 D524 17 1 8 8
DC(Data Confidentiality) : T—%4% D% 4 4 1 2 1
RDF(Restrict Data Flow) : T—42270—#fR 0 0 0 0
TRE(Timely Response to Event) : A RURADZA L) —HL AR R 0 0 0 0
NRA(Network Resource Availability) : xykTJ—421)Y—XDO R AE 6 5 1 0
54 14 19 21
L X g
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3. HHIAABFORFETORICEY A &L --- SDLPA/SDA-EDZE

B YIRYT7REARDE I—XIZE+5 31T 55
SDLPA: Security Development Lifecycle Process Assessment
SDA-E: Security Development Artifacts for Embedded Devices

q=1:5)

SDLPA : #HIAABEZR(AVR—R U NEF X T7ICHET I -ODFEFEITO
AN ESNTWAIEEZERT D,
SDA-E : SDLPATEEELI-FAFITOLRICELEDZTMFENITHNTINAILE

BEET D,

[RIEAZR]
1 RRES BHIEHEDOY I T TR T O REFHET B,

2. R XAV ETE/BEREY) ELE 2 —FEFR(PDCAT O R D Z H M LED
Bk HERR) & T I B
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CSSC_ ____ CssC.
3. $iIAAHBDRARTOERIZETHEHMEEIE --- SDLA-3120 7 A

¢

SDLPA. SDA-EMERZEIEIL, SDLA-312DIMBRXEZIZEHA N TLNS,

[ J
- = = 13 ”
=K = =\[s ™, '—r E 0)1—_'-L T—- 't:
o EDSAEREF D EL X R (&, “Component” il (FTBID) 12X TLV=T o UR
sia 113 . . « . ” XY — K3
KRR lid (TEI@)IZFE
e SDA-EMERMNZAIL. “Component or System Validation Activity” #& ZEREL
Sia 113 . . . . o e ” Y
KRR L | d lid T
e SDLPAMER KA L. “Development Organization and SDL Validation Activity” &
——" S,
( — I:IE ﬁ [o) ( : ) @ @
/ P
c El— Development Organization and SDL Validation Activity !
5 . . . . Component or System Validation Activity {Applies for SDLA Ceriification. Also applies if for
2| & Requirement ID Requirement Name Requirement Description (Applies for Component or System Certification) Companent/System f organization has not been previously |1
& . |Requ
o SOLA Certified)
Project MBnagement
A security management plan, which documents the plan for
ensurng that secunty is addressed throughout the developme . . o
- X . . ‘erify that a security management plan is included as part of
x| x lsoLasme- Security Management Plan lifecycle, shall be created asg stand alone do_curnem or as parj| Verify a security management plan exists for the component or he standard development ifecycle and verify by reviewing
of another plan, unless security management is already system xamples from past or in iacts
included as part of the standard software development past or ongoing projects.
lifecycle.
The persons, departments and organizations which are Verify that all security refated activities and that those ‘erify the standard development lifecycle requires that all
X| X ||SDLA-SMP-11 Identification of responsihiliies |responsible for carmying out and reviewing the applicable responsible for camying out the activities are listed in the projecsecurity related activities and those responsible for camying out
security related activities shall be documented. documentation. he activities are documented in a security management plan.
x| x lsoLasme-12 Reyl L ed it shall be reviewed ||Verify the existence of review minutes with a list of action items§f\Verify that the security development lifecycle procedure
b ibility in the plan. all of which have been closed. requires a review of the security management plan.
ablish a life-cycle moded | Verify that the component or system was developed using the ) ) : .
x| x |soLasmp13  |urd - intenance of the lifecycle mode! that is documented. This can be shown by the hzmmggg*ggg&%zﬂmmgmgﬁf allof
| be documented. existence of all of the deliverables defined in the lifecycle. ’
fransition between
T ing: (1) The inputs fo th i - " ‘erify that lifecycle documentation documents the inputs to
B . process, including feedback from other processes, (2) Any Vgnfy m development organization has l‘.een o meet ach phase, the process activities within the phase, and any
X1 X JSDLA-SMP-1.3.1 Lifecycle Model Details : S ) this requirement (See Development Organization and SDL )
integral process activities that may be required to act on these Validation Activity Column) ools, methods, plans or procedures that should be used in the
inputs, (3) Availability of tools , methods, plans, and ) phase
procedures.
] N o The lifecyle model used may be an agile lifecyle in which MNone. This requirement does not have to be validated, but None. This requirement does not have to be validated, but
X| X |SDLA-SMP-1.32 Agile Litecycle Model multiple sprints (iterations) are done for each release. ensures that an agile lifecycle is acceptable. nsures that an agile lifecycle is acceptable.
If an agile lifecycle is used, security phases may be skipped . . . If an agile method is used, confirm that the required security
. . during some: sprints, but each security phase must be done in fan ag||_e method is used confirm that the security phases to phases to be practiced for each sprint must be documented,
X1 X J|SDLA-SMP-1.3.21 |Sprint Requirements ) X - be practiced for each sprint are documented, and each phase : X X X .
least one sprint. In this case, the security phases to be is practiced in at least one sprint. nd that is required that each phase is practiced in at least one
practiced for each sprint shall be documented. sprint.
All people involved in software development of 2 component o
system, that has security concems shall be given basic trainin
J
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[5%1] EDSA 2010.1 :RI&XE

FSA #f& X & (EDSA-311)

3 (BEEE) : EDSA-311 Functional Security Assessment

http://www.isasecure.org/Members?returnurl=%2fen-US%2fMembers%2fDownload%3fPDF%3dEDSA-311-
Functional-Security-Assessment(vl_4)

XERAR (A AREE) :EDSA-311 #EE X 1) T4 7 R AVE

http://www.isasecure.org/Members?returnurl=%2fen-US%2fMembers%2fDownload%3fPDF%3dJP_EDSA-311-
Functional-Security-Assessment(vl_4)

SDSA #R#& & (EDSA-312)

JR3 (ZEEE) : EDSA-312 Software Development Security Assessment

http://www.isasecure.org/Members?returnurl=%2fen-US%2fMembers%2fDownload%3fPDF%3dEDSA-312-Software-
Development-Security-Assessment(

X ERER (HZAREE) :EDSA-312 VIP Oz 7HFE LT T4T7T R AR

http://www.isasecure.org/Documents/EDSA-312-Software-Development-Security-Assessment(

¢
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[5%2] EDSA 2.0.0 FREXE

FSA-E 34& & (EDSA-311)

3 (BEEE) : EDSA-311 Functional Security Assessment

http://www.isasecure.org/Members?returnurl=%2fen-US%2fMembers%2fDownload%3fPDF%3dEDSA-311-
Functional-Security-Assessment(vl_4)

XERAR (A AREE) :EDSA-311 #EE X 1) T4 7 R AVE

http://www.isasecure.org/Members?returnurl=%2fen-US%2fMembers%2fDownload%3fPDF%3dJP_EDSA-311-
Functional-Security-Assessment(vl_4)

SDLPA, SDA-E $i#&3C& (SDLA-312)

JR 3L (ZEEE) : SDLA-312 Security Development Lifecycle Assessment

http://www.isasecure.org/Members?returnurl=%2fen-US%2fMembers%2fDownload%3fPDF%3dSDLA-312-Sec-Dev-
Lifecycle-Assess(v3_0)-(1)
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CSSCR—LR—T
http://www.css-center.or.jp/

CSSCERBAE T4 (A AREER)
http://www.youtube.com/watch?v=wbEiDQZU5sl&feature=youtu.be
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