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CSSC Control System Security Center
SRTHEBERDMEDIT: SSABEEESRT

Ensures Security Was Designed-ln and Can Be Maintained
\ » SDLPA audits the supplier's system development and
System SEcuriw Assessment maintenance processes for security practices
(SSA) lll + SDA-S ensures a system was designed following a robust,
"~ Security Development Lifecycle ) secure development process by examining development
_ artifacts
Process Assessment (SDLPA) i T S5ciaiy Faaliies o7 Po -
Security Development Artifacts System
\ for Systems (SDA-S) J |+ Asystem’s securlty functionality is audited against defined
£ ™) uirements by security level
Functional Security | / . ::sures the syLem has properly implemented the security
A“EE‘E"}:';:: ?Ystems functional requirements
:: “:: Ensures Fundamental Security Features are Provided at
hiistional aaty Each ;;Had dﬂﬂ:“:m urity functionality i.
Assessment for Embedded 7 CORMPONAL Bt 900 4 3
Device Components (FSA-E) f,f’f audited against defined mquimmants for security level 1
\_ > idas 5T O T SyeT
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SSA FREE7O75L FFat MERESRT

SSA Certification Scheme (SSA-100)

Chartered Lab CRT Lab

Operations and Operations and CRT T??I
s e Recognition
Accreditation Accreditation (EDSA-201)
(SSA-200) (EDSA-206)
| L | |
‘ ™~
svmbol and ASCI Chartered
ym ,Cf A Test Lab Process
Certificate
(SDLA-204) ISO/IEC Guide 65
and IAF Version
. ISO/IEC 170250
SDLA ERT VIT Policy
(SDLA-312) Common Specification
(EDSA-310) (SSA-420) ISO/IEC 17011
(EDSA-311)
ISA 62443-1-1
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Essential Function (AEBERE) DD ¥R EHEEE O (R
. tHIfH¥EHEE (The control function)
. BEEHRERE SUT®#5FDEssential
(The safety instrumented function) Function [3falh %2 EFHT B
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. 78t AXFEEE (Process history)
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SHERDBLEE : SSA-ADT (Asset Discovery Testing) ADT
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(Nmap : http://www.nmap.org/)
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S ERODIBLER : SSA-VIT (Vulnerability Identification Testing)
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(Nessus http://www.tenable.com/products/nessus-vulnerability-scanner)
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S BRDBEE : SSA-NST (Network Stress Testing)
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EDSA 2.0.0 ERT & SSA SRT

EDSA-ERT SSA-SRT
Embedded Embedded Component Component External
Device Device X1 (Visible) Firewall
X2 X3
SSA-ADT v v v v v
(Interface Surface Test)
SSA-CRT 4 v (4
(Basic Robustness Test)
SSA-NST v v v v
(Load Stress Test)
VIT v v v v v
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« BERHIERHNELD

%1 Component: Embedded Device ANV D7 IR A[BEL R YR T —D A B3 TT—RE DRSS

32 Component (Visible) : AV R—RUFDSESUTD N BRSO T I AR REHR R YN T —I (BT —R
#EOHEE (Firewa BRBEZEZED)

%3 External Firewall : SUT D4 EREHEfT S T=Firewall
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AR RDER

SSA-301 THITREN TLNSSUTD 51

? External interface 1

SUT

~

Operator
. Accessible network interfaces

PROCESS
oneoice OPERATIONS

ZONE
SL-C1

Workstation

SIS-ED
(ISASecure
EDSA certified)

( PROCESS
SAFETY ZONE CONTROL
SL.C 2 ZONE
o SL-C1
-
ngineering Control System

Engineering
Workstation Q

PROCEQ

J

*Exiemal interface 2

Keywords:
SUT
Zone
Bill of Materials
e Embedded devices
* Hosts

e Application
 Network components
Network Interfaces
e External Interface
e Accessible Network Interface
e |Internal access
e Visible from External Interface
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BRI OEF :Example SUTHER R R

Process Operations Zone

Device Manufacturer Model Number Software/Firmware Version(s)
POZ Firewall ABC 123 Firmware V3.5.12345
\Windows 7 SP2
HMI Client Software V5.6.213
Operator Consoles XYZ W321 )ava \Version 7.51
*Name of antivirus solution 1* 3.6
C-LAN 1 Switch ABC 1121 Firmware V1.2
Process Control Zone
Device Manufacturer Model Number Software/Firmware Version(s)
[Windows Server 2008 SP2
Control System Servers XYz S321 HMI Server Software V5.6.210
Windows 7 SP2
Control System Engineering Workstation XYz W321 Engineering Software V5.6.250
C-LAN 2 Switch ABC 1121 Firmware V1.2
Control-ED AAA All Firmware V5.1.231
Process Safety Zone
Device Manufacturer Model Number Software/Firmware Version(s)
SIS Firewall ABC 123 Firmware V3.5.12345
SIS LAN Switch ABC 1121 Firmware V1.2
SIS-ED AAA S11 Firmware V5.1.231
. X . \Windows 7 SP2
SIS Engineering Workstation XYz W321 - -
Engineering Software V5.6.250
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Essential Function &F0' ##1% 1% E:%

Essential Function (WhZE#%8E) (D EEE

Fl{E#%HE (The control function)

R EHEBEEE (The safety instrumented function)
70+t AE a1 — (Process view)

7Ot A< K (Process command)

70+t A7 5 —L (Process alarm)

7 Ot AFEEE (Process history)

5\ 2B:&(E (External communications)

o llen e ) e =

E= 0 s AEEEE (Any additional essential functions)
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System Essential Function )l

Operator PROCE%
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System Essential Functionofd

7. External communications

. =Nal interface 1
UT T

/_

. Accessible network interfaces

A B Upward Essential Function
— “oc5® BEZRRLEE

4. Process command QIEFAIE [ —Essential Function AV 71

S SL-C 1 FTHREEIL. 2 THEAETR

3. Process view
5. Process alarm

PROCESS 8, PrROCESS
SAFETY ZONE Ms)  CONTROL
SL-C 2 ZONE
SL-C 1

Control System
Engineering
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SIS i
Engineering q
Workstation 6. Process history %

R
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— Control-ED
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[Z%1] SSA 2.0.0 HiEXE

SRT #R#& L& (SSA-310)

[ 3 (BEEE) : SSA-310 Requirements for System Robustness Testing (SRT)

http://www.isasecure.org/Members?returnurl=%2fen-US%2fMembers%2fDownload%3fPDF%3dSSA-310-System-
robustness-test-spec(v2 0))

VIT 348 XX & (SSA-420)

JR 3L (FEEE) : SSA-420 Vulnerability Identification Test (VIT) Policy Specification

http://www.isasecure.org/Members?returnurl=%2fen-US%2fMembers%2fDownload%3fPDF%3dSSA-420-
Vulnerability-ldentification-Test-Policy-S

»
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Control System Security Center

CSSCR—LR—T
http://www.css-center.or.jp/

CSSCERBAE T4 (A AREER)
http://www.youtube.com/watch?v=wbEiDQZU5sl&feature=youtu.be
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