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Communication Robustness Testing(CRT), Functional Security Assessment (FSA), Software Development Security Assessment(SDSA)

» HBa:TISA Security Compliance Institute (ISCI) and ISASecure™&Uhttp://www.css-center.or.jp/sympo/2013/documents/sympo20130528-andre.pdf
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Y77 MRtF*1)7T 158l (SDSA)

Hi: VIOMII7ERETOELAN X7 (HEEEYRAFENKS)IC

ThNTWSEEEETS
WAL
— Set of requirements, derived from existing reference standards and

traceable to source standard (IEC 61508, ISO/IEC 15408)

SDSAD XS BIRHEE
ISO/IEC 15408-1 | 1BE#RIRAM - EFa) T8 - ITEXa)Tr5HEEZE
~ 15408-3 Partl~Part3

BRIBEFITOUITILNEFHEREEESRATLD
IEC 61508 Part 3 BRERE VIO 7R
Hi 88 1 1CSIWG Spring 2011, (ASCI)
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This phase specifies a process for planning and managing security development activities to ensure that security is designed into a product.

X2 TAIRI AR For example, this phase incorporates requirements that the development team have a security management plan and that the developers
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SREELIRET

X )T18ERER
Xa)T4TOERE
i

X1 YFALARIR
EHE

X2 TR ER

EF2)TALRRIR
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assigned to the project are competent and have been provided basic training in good security engineering practices and processes. Also
includes requirements that the project team creates and follows a configuration management plan.

Most vulnerabilities and weaknesses in software intensive information systems can be traced to inadequate or incomplete requirements.
This phase requires that the project team document customer driven security requirements, security features and the potential threats
that drive the need for these features.

Software architecture facilitates communication between stakeholders, documents early decisions about high-level design, and allows
reuse of design components and patterns between projects. This phase requires the project team develop a top-level software design and
ensures that security is included in the design.

This phase requires the project team determine which components can affect security and plan which components will require security
code reviews and security testing. Also requires that a threat model be created and documented for the product.

This phase requires the project team design the software down to the module level following security design best practices.
This phase requires the project team create guidelines that users of the product must follow to ensure security requirements are met.

This phase requires the project team implement design by writing code following security coding guidelines. It ensures that software
modules are implemented correctly by conducting security code reviews, static analysis and module testing.

This phase requires that the project team perform security specific tests such as fuzz testing and penetration testing.

This phase requires an independent assessment that all required software development processes have been followed

This phase requires the project team establish a process to be able to quickly respond to security issues found in the field if and when they
happen.

This phase requires that the project team confirm that all security requirements have been met preferably by test or by analysis.

This phase requires the project team respond to security problems in the field by taking action to both preventative and corrective action.

»
CSSC
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IN1] ISA-99.01.03D2- EEXEFHEORATLRITEFXFI) T4 : VATLEFX2) T4
20090527 B LX) T 4REELNILISA-99.01.03
IN2] NERC #i#& CIP-001-1 | North American Electric Reliability Council Cyber Security

~ CIP-001-9 Standards
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[N3] | NIST 800-53 _ _
Recommended Security Controls for Federal Information Systems
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15408-3 - Partl~Part3
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Department of Homeland Security: Catalog of Control Systems
Security: Recommendations for Standards Developers
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_____________ FSAOFHRRER.

A—HREB. 1—YRBEE. VAT LEREA. EyiarAv T
User authorization, user authentication, system use notification, session
locking/termination

T\ RFZRE . BRI BF

Device authentication, audit trail

BEPOT—5, REPOT—42

Data in transit, data at rest

BEPOT—SREFOT—2 BSL
Data in transit, data at rest, crypto

B0 —KHE., BRA/S—Trva=rd, BEESH

Information flow enforcement, application partitioning, function isolation

A TUMNEE
Incident response

H—E XA TRBEBCRRAH. /N\vO Ty T EETE

Denial of service protection, backup & recovery

H B : ICSIWG Spring 2011, (ASCI)
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®Ethernet (EDSA-401) ® ARP (EDSA-402)
®|Pv4 (EDSA-403) ®TCP (EDSA-406)
®|CMP (EDSA-404) @ UDP (EDSA-405)
Hi B8 : ICSJWG Spring 2011, (ASCI)
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LEVEL 3

Software Development

LEVEL 2 Security Assessment
(169)
Software Development
LEVEL 1 Security Assessment
Software Development (148)
Security Assessment
(129) Functional Security
Functional Security Assessment(83)
Functional Security Assessment(50)
Assessment(21)

Communication Robustness Testing (69)

Hi B : ICSIWG Spring 2011, (ASCI)
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(N 1] [
EDSA Certification Process
Typical Chartered Lab Level of Effort in Man Weeks
Level 1 Level 2 Level 3
1. CRT test all 1 - 2 weeks 1 - 2 weeks 1 - 2 weeks
accessible TCP/IP
Interfaces
2. Perform FSA on < 1 week 1 week 1 - 2 weeks
device and all
Interfaces
3. Audit supplier’s 1 week 1 — 2 weeks 1 — 2 weeks
software
development
process
4. Perform ITA and 1 week 1 week 1 week
issue report
3 — 5 weeks 4 — 6 weeks | 4—10 weeks
ITA : Integrated Threat Analysis (¥t & & B 5 #T)
H{ 8 1 ICSIWG Spring 2011, (ASCI)
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ANSl/ACLASS IAF :International Accreditation Forum ii EZFE%‘E%EE% I I
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Japan’s Case

b = = — - Qther Countries Cases _ _

%1 CL: Chartered Laboratory

%2 ISO/IEC Guide65:General requirements for Bodies
Operating Product Certification Systems

*¥3 ISO/IEC 17025:General requirements for the
competence of testing and calibration laboratories
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Scope of Evaluation

e An Industrial Control

| System (ICS) or SCADA
system

| that is available from a
| single system supplier

[ R D ] et may be comprised of
|
I
|
I

System Administratign and Configuration Command ang Visualization
(Engineering(Workstation) (Operator Workgtation, HMI, elc)

J hardware and software

Additional portions | ] i components from several
of integrated Embedded | Embedded |
control system | Controller | Controller ! manufacturers
| .
/I 1 e ' but must be integrated
L o e e e e e e o - - | into a single system and

supported, as a whole, by a

Third-party single supplier
devices

SHIBES | VAT LEF YT L E—
B 2 E W ARER (CSS-Base6) BAFTEE = R L
INRILTAR AV IV
T—7: [Hl#H AT L X T1 L EREE ]
- Automation Standards Compliance Institute (ASCI)
Managing Director of ISCI Andre Ristaino K
http://www.css-center.or.jp/sympo/2013/documents/sympo20130528-andre.pdf
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Zones and Accessible Network Interfaces

Test Device: source
for CRT or NST
network traffic

Network stress tests;
source TD connected to
zone switch

Basic and load stress CRT;
source TD connected to
switch with exceptions
noted in text

Basic and load stress CRT;
source TD at External
Interface n

PRUGESé‘“\
SAFETY ZONE

SIS
Engineering
Workstation

S

-

External interface 1

operator PROCES?N\
S OPERATIONS
ZONE

N
TD
M
E /

{ ] N c N

L T PROCESS

> > ol CONTROL

% % erver(s) ZONE
N M

D C-LAaN 2 Control System
Engineering

Workstation h
N N

Nl C

B
Control PES
E2 c

Extemal interface 2

TD

»
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ISASecure SSA Certification Program

Q ISASecure

i Ensures Security Was Desighed-In
System Security Assessment , _

( ) A} - The supplier's system development and maintenance
processes are audited for artifacts to confirm security
practices

Security Development - Ensures the system was designed following a robust,
Lifecycle Assessment secure development process
(SDLA)
Ensures Fundamental Security Features are
Provided
«  Asystem’s security functionality is audited against
. . / defined requirements for its target security level
Functional Security :
Assessment (FSA) + Ensures the system has properly implemented the
security functional requirements

(SRT) 1. Scan for known vulnerabilities (VIT)
2. Communication Robustness Testing (CRT)
3. Network Stress Testing (NST)

Identifies Vulnerabilities in Actual Implementation
. Structured penetration testing at all entry points
System Robustness Testing > including 3 types of testing:

<

—

o
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SDLA : Multiple Product Certification

/ - : \ An organization’s
Security Development Lifecycle product development
Assessment process is certified
B s:secure / once per the SDLA
requirements
E ISASecure E ISASecure
- N 4 ™
Security Security
\ Development Development /
Artifacts Artifacts Individual products are
\ / \ ./ assessed for artifacts to
e R 4 N verify the certified
SDLA process was
Functional Security R Functional Security folfowed.
Assessment Assessment
- J - _/
s N 4 A
Robustness Testing Robustness Testing
\. / N J
Product #1 Product #n
L X
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