m Control System Security Center

CSSCEREFSHRSKJ—  ISASecure EDSASREF SHAAE

ISASecure EDSAZREEE B A D B fH A

20141 H15H
Nt HVEN HABE SR E = (JAB)
T [&

CSSCEREETRTK)—
S #B= - R [ERE

BEHMRESHNB ATLEF )T/ 58— 1



m Control System Security Center

- RELER

— ISA/ASCI/ISCIIZDLNT
— EDSA[ZDIT

- BEROE#EH

»
CSSC e
BARREESRB AT LEeF2) T4 2



_ Control System Security Center

SRILISER

HABUAHY

S

N—R s % } BRAKE-
YIEINT. = EE

Ei{EZLE. BREI{E . IR, MK
IRE B B, KBNSy —>

NERFIE | ABBISE

%Q‘I‘E@ T Q S, ,=
REFHER. (5 L—~733A

. > 8EII.
=~ PAN—E - o

— #HRAUTF-FERATL FSLIN—
— _ HHRIC
uxne N =X =2t s P
Webl"-'&ffh DOSKEs "74}1&'( §m~ iﬁ*ﬁ *

(A N—B OB T HHSHBEDEX

BWMRAEESB AT LEeF1) T 8- 3

L
- CSSC




Control System Security Center m

"J"f N—EEICHTHME/N—FIeGLED !

‘ H%4/77$¥%’PVZTAEE1# * Eﬁt%;#% I DSD: Defense Signals Directorate

1. YANN—KED) AV EBRT D4 DD KR IEA—215Y7DSD, NIST)
P TV =3 AT BFIT1MIRT 124 (Whitelisting)
Q7 7)r—aDiEsEENK/INYFER pdfPwordiE

QEA/7NOSOIRBIE R/ Sy FEBR FYNI—V#HS EX %00 R 55
QFIELI-Y¥ER/MTS MEFEAL7:
ESEDOMRTES U LU LDVAVBRHRIRTES, KEANT5%

2. AL EEM(Continuous Monitoring) )Ick 2V A7 R
DRYNI—Z KBRS A7 L0OY ORBEHNER: FS2MNA 7O 58
QIER - BEREBEOEDDHEBEIEN : SIEMEE M OHLIR

3. EHEEN-FBEIEN=RR/PATLOFIE

NENF 0‘ ") (BR-RR. ERERERS
T RS Y1\ —EROEROFEA
Rl g NI ex) NISCT 4/ s—t+21512013 1 (6/27)
=HipieR Sttt NISTM EE1>7 5[ Cybersecurity
7 FrameworkR5 7 j(ih)
2P R T ERBTOLF T AR
R ex) REMZFEILHS(AAA) (8/13)
R FDAZ K (8/13) ¥Verizontt DEFER

CSSC

BHMRESHN AT LtF1)F b 4~ FDA: Food and Drug Administration



" CSSCIN Control System Security Center B cssc
NIST Cybersecurity Framework&ISA/IEC62443

®US government Cybersecurity Framework workshop @,;f
2013/11/15 BlE ., EESFEE M HA400E N HE FEDERAL REGISTER

®Cybersecurity Framework@Ddraft D NE . o
WEGER, EHEOBRICEAL TERINT: —__

—Cybersecurity Framework(3
201352 DA NI KHBEDITHAS e .
Improving Critical Infrastructure Cybersecurity

( Executive Order 13636— - Executive Order 13636
Preliminary Cybersecurity Framework

Improving Critical Infrastructure Cybersecurity )
[Z&RYUNISTHMERL
Appendix A: Framework Core

(DraftlENISTANS 5 7~ B —F ATHE)
—Framework CorelZ# UV TISA/IEC 62443 (ISA99)ZE

e ISA99.02.014.234

MOORXRTIADOIERELLTSEINTLNS e COBIT BAI03.04. BAI09.01, BAI09,

BAI09.05
e ISO/JEC 27001 A7.1.1.A7.1.2
e NIST SP 800-53 Rev. 4 CM-8
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o et » CONNECTING THE GOVERNMENT
Cybe rsecu rlty Framework: Governmellt TECHNOLOGY COMMUNITY
Home  News & Commentary  Authors  Slideshows Video Reports White Papers Events Inte

1&% w%ﬁ—e %6 bf STRATEGICCIO = SOFTWARE SECURITY = CLOUD  MOBILE = BIGDATA = INFRASTRU
V] A 3
T I7IMZBTEAS, GOVERNMENT // CYBERSECURITY

. s NIST Cybersecurity Framework:
EE.T:E/ \J ISP S48 Don’t Underestimate It
HEDT,
2RIZRBFRE.

A cybersecurity framework for critical infrastructure
owners is voluntary but will become the de facto standard
for litigators and regulators. Here's how to prepare.

Any company that is managing critical infrastructure in the US and disregards
the Preliminary Cybersecurity Framework, issued by the National Institute of
Standards and Technology (NIST) in late October, does so at its own peril.
The framework, which is now in its final comment stage and due to be

m released in mid-February, lays out a set of comprehensive but voluntary
cybersecurity practices.

Gerald Ferguson

=N

COMMENT NOW However, critical infrastructure owners need to recognize that, if a company's

cybersecurity practices are ever questioned during a regulatory investigation

Loai and litigation, the baseline for what's considered commercially reasonable is
oqgin

‘ likely to become the NIST Cybersecurity Framework.
50% The Department of Homeland Security defines critical infrastructure companies
» P—— broadly to include banking and finance, communications, critical
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Hi B8 : TISA Security Compliance
Institute (ISCI) and ISASecure™

»
CSSC

HWMREESRB AT LEFI) T2

ISA

LRSS
N

SEmT—
ASCI

ISA(International Society of Automation): # REBICEBEZF OMA-HE-F@ICHTIFES
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ISCIDX 18147 EMA R
CSSCIZ. ISCUCTV Y T—h X IRELTMA (2013.11.26 B %) .

(Dstrategic Member : Chevron, ExxonMobil, Honeywell, Invensys, Siemens.
Yokogawa
VotingE F&E50000k /L
@Technical Member: Aramco Services, Codenomicon, Exida., RTP
Corporation
Votingg L E5000F )L H 525000K )L
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Voting #& £ E5000~ /L
@Government Member : IPA
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B)Information Member: Egemin, Globecomm
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ANSI/ACLASS IAF :International Accreditation Forum % E$Eﬂ'ﬁﬁﬁﬁﬁ : I
ILAC: Ig;i?::;c:ir:: Laboratory Accreditation I JAB Japan Accreditation Board I |
MRA :Mutual Recognition Arrangement / : |So/|E ] B : / : :
ISO/IEC RE ISO/IEC sty W g HISO/IEC T )
Goeest: s | Ui R v7025% 1
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Current EDSA CL*1 || CSSCACLELTEREE - ’
AY 72 H ‘ I . i % f~ 2 o
REKREDexida—srhH ! ﬁzqf",‘ ERRCEDED ;
CLELT@ERN, FHP | CSSC
Japan’s Case J| i

b = = — — Qther Countries Cases _
%1 CL: Chartered Laboratory

%2 1SO/IEC Guide65:General requirements for Bodies
Operating Product Certification Systems

%3 ISO/IEC 17025:General requirements for the

competence of testing and calibration laboratories

» %4 CSSC:Control System Security Center
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EDSA : Embedded Device Security Assurance
Communication Robustness Testing(CRT), Functional Security Assessment (FSA), Software Development Security Assessment(SDSA)
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LEVEL 3

LEVEL 2

Software Development

Software Development
Security Assessment

(169)

LEVEL 1 Security Assessment
Software Development (148)
Security Assessment
129
(129) Functional Security
Functional Security Assessment(50)
Assessment(21)

Functional Security
Assessment(83)

Communication Robustness Testing (69)

H Bl - ICSJWG Spring 2011, (ASCI)
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Certification Schem e
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Chartered kb CRT tool KA Secure M aintenance of
operations and recogn ition certification KA Secure
accred itation EDSA-201) requirem ents certification
EDSA-200) EDSA-300) EDSA301)
R i BE T BH & 1= 15 5T
CRT FSA SDSA
EDSA-310) EDSA-311) EDSA312)
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EDSA-401)

ARP
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UDP
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o» http://isasecure.org/ISASecure-Program/Japanese-ISASecure-Program.aspx
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Programmable Logic Controller (PLC), Distributed Control System (DCS) controller
Safety Logic Solver, Programmable Automation Controller (PAC)

Intelligent Electronic Device (IED), Digital Protective Relay

Smart Motor Starter/Controller, SCADA Controller, Remote Terminal Unit (RTU)
Turbine controller, Vibration monitoring controller, Compressor controller

®ISASecure EDSASEEEEfSFFHHIA A 1455 :

Certificate / Certificat
Zertifikat / S

HPS 1108033 C001

enivs hevey coTe ar T

Experion® C300 Controller
Supplier Type Model Version Level Honoywel Prosses Solutions
UsA
Honeywell Process Safety Manager  HPS 1009077 R1451 EDSA 2010.1 Level 00 000 60000000 4 20 N RTINS o
Solutions C0o01 1 EEE::: BASeswe= :‘:'E:.:;? It Bty
RTP Corporation Safety manager  RTP 3000 A4 36 EDSA 2010.1 Level Arc s e rosuroreres o
2 LEVEL 1
Honeywell Process DCS Controller ~ Experion C300 R400 EDSA 2010.1 e
Solutions Levell e
, , T Ut m YBAL
Honeywell Process Fieldbus Experion FIM R400 EDSA 2010.1 Level [Nk Aatend Foganitn

Solutions Controller 1 ;’?:'Ff
/ Hi B8 : TISA Securit i i ) ™
. y Compliance Institute (ISCI) and ISASecure
CSSC
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(GICSP: Global Industrial Cyber Security Professional
53 \
\lSA/IEC62663tNERC CPHSRENTLNS. ) ICS : Industrial Control Systems
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