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Setting the Standard for Automation™

The International Soclety of Automation Is a nonprofit organization that helps Its
30,000 worldwide members and other automation professionals solve difficult technical
problems, while enhancing their leadership and personal career capabliities

Home General Information

Codenomicon Defensics earns formal recognition as an ISCI CRT
Tool for use in the ISASecure™ industrial control systems
cybersecurity certification scheme

Research Triangle Park, North Carolina, USA (14 November 2013) -
(ISCI) announced today that the Codenomicon ISASecure™ Testing Solution, consisting of the Codenomicon
Defensics and the Codenomicon Load Testing platforms, is now recognized as an approved CRT
(Communication Robustness Testing) tool for ISASecure control systems certification programs.

The ISA Security Compliance Institute

CRT testing tools must meet a rigorous set of ISCI requirements to ensure consistent and credible test results
when utilized by the ISCI Chartered Labs for certifying industrial control systems and components. ISCI
Chartered Labs are now authorized to use the Codenomicon CRT tool for use in the communication robustness
test element of ISASecure product certifications. Suppliers seeking ISASecure certifications can be confident
that the Codenomicon tool will properly reflect expected CRT test results from ISCI Chartered Labs.

“We are very pleased to offer our expertise and comprehensive set of load and fuzz testing tools to the ICS
community, and look forward to working with ISCI, helping stakeholders achieve better security by including
robustness and load testing in their solutions,” said Codenomicon CEO David Chartier.

"Codenomicon approached this project with great enthusmsm from the very begmmng We are |mpressed with
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Codenomicon ISASecure ™ Testing Solution

Codenomicon ISASecure Testing
Solution

Codenomicon Defensics Codenomicon ISASecure Load Stress
Testing Solution

| Ethernet Test Suite
ISASecure Control

Capability Monitoring

| ARP Test Suite

IPv4 and UDP Test Suite

ICMPv4 Test Suite

TCP Test Suite
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Codenomicon ISASecure Load testing solution

This tool is used to make payload required in CRT-310 and CRT-401 - CRT-406

1. Configure

ethernet
icmp

p

scan
tcp

udp

2. Test

arp_t00
arp_to1
arp_t01_request
arp_t09

3. Logs

Sync About

ARP.T10: Maintenance of service under high load, including network saturation

Output interface
ethO

Target MAC address
€8:6¢:87:06:55:a3

Load in pps

Time

IE’ )

Target IP address
192.168.0.25
Run time

Time interval for dropping load rate. If
0 load rate is not reduced. Default: 0.

© Count
100

Codenomicon Defensics
A A2y AVEII)
- EDSA CRT Group1

Codenomicon Load Testing Platform

ISA Secure Control Capability Monitoring
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